John Clements

3168 Patricia Lane, 
Millbrook, Alabama

36054

 ▪  jclements@elmore.rr.com or clementsj@email.phoenix.edu 
US: 011-82-032-773-3443 Korea 010-2758-0724


INFORMATION ASSURANCE  ♦  PROGRAM MANAGEMENT  ♦  ENTERPRISE/SYSTEM ARCHITECTURE   
Results-driven manager with progressive experience in Information Technology. Solid reputation for creative thinking and innovation; Strategic thinker with strong analytical skills. Specialize in creating solutions and improving processes focused on attaining business objectives with high degree of client satisfaction. Consistent record of delivering results quickly; Energetic, Reliable, and Organized.  
Selected Achievements
· Senior Program Manager Information Assurance Department, Montgomery Office

· Deputy Director, Engility Information Assurance Center of Excellence
· Won US Coast Guard National Automated Identification System certification and accreditation contract
· Won US Department of Agriculture Certification and Accreditation contract
· Project Manager and Technical Lead for 20+ system certification and accreditation efforts
· Lead the COE in research of security tools and techniques
· Reviewed and edited 7-volume set of information security book publication.

· Review and edited information security book for publication.
· Ability to analyze capabilities of systems and equipment and provide a solid solution to the customer

Areas of Expertise
· Information Assurance 

· Enterprise Architecture
· System Development Life Cycle

· C&A NIST, DIACAP
· FISMA Compliance

· Risk Management 

· Independent Verification & Validation 

· System Integration
· Security Management

· Network transformation or modernization

· Documenting IT networks

· Unified Modeling Language (Rational)
· Senior project management

· Business and IT strategy development, systems engineering

· Knowledge of the command structure of US Forces Korea and general military command dynamics (Retired US Army)
· DoD Architecture Framework and Federal Enterprise Architecture

· USFK Assistant Adjutant General
· CUWTF ROK/US

· Special Security Officer

· Top Secret Control Officer (USFK)

Professional Work History
Engility Corp















































Oct 03 –  May 09
Senior Program Manager
Conducted research into current and future information assurance technologies, trends and government requirements.  Revised Engility C&A Methodology and developed practical guidance for full lifecycle C&A processing.  Manage multiple C&A contracts.  Interacted and provided government guidance to other contractors on several USAF and federal agency efforts.  Managed seven other program managers with $15M in government contracts.
Program Management

· Managed day-to-day office business operations
· Monitored contract activities of seven other program managers
· Developed federal, state and local business opportunities
· Customer interface monthly to ensure a trouble free contract environment
· Completed financial reports (profitability analyses, projected personnel usage, profit forecasts, etc.) and personnel actions reporting to the Engility Corporate office
· Coordinated ISO certification actions and prepared for annual internal audits and recertification audits
Information Assurance

· Prepared security documentation for risk assessments and formulation of POA&M corrective actions.

· Providing thought leadership relevant to federal eGov initiative, IT Security LOB and FISMA. 

· Developed whitepapers detailing workflow of DOD and NIST security accreditation processes. 
· IA Team lead for the DHS/USCG National Automated Information System (NAIS).  Conduct C&A activities and IA engineering recommendations.

Enterprise Architecture 

· Provide IT infrastructure analysis, design, planning and programming, and implementation of plans and programs for 754th ELSG, Maxwell AFB-Gunter Annex, Montgomery, Alabama. Verify funding feasibility and requirements and coordinate with various government contacts. 
· Develop and sustain a strategic IT and business Enterprise Architecture (EA), now Service Oriented Architecture (GCSS-AF), including managing and assessing changes to the EA. Develop enterprise architecture that compares current IT infrastructure to future requirements.  
· Research, analyze, and document logistics and DHS operational network infrastructures, system-to-system connectivity, and relationships that support IT transformation and conduct GAP analyses between strategic operational architecture and proposed system solutions. 
· Develop DoD-compliant architectures that incorporates current governance, policy, and regulations. 
· Developed Logistics transition plan for integration of IT functions and network services onto the GCSS-AF Service Oriented Architecture. 
· Researched and evaluated technologies for information assurance implementations within the DOD and for commercial enterprises. 
· Conducted Common Criteria evaluations for commercial products to be used by DoD

· Provide engineering support such that the customer could present requirements for mission critical systems and receive a solution that answered those requirements.

Logistics Systems Integration and Reduction
· Provided systems engineering and integration support, and portfolio management for USAF logistics systems.
· Assigned to USAF ILI, conducted GAP analyses on AF logistics systems capabilities and cross-cutters.  Evaluated the AF Data Warehouse during development to insure that usability and security requirements were met.
· Researched risk assessment model for moving AF logistics systems into the GCSS-AF environment.
Independent Verification & Validation (IV&V)

· Conducted Common Criteria evaluation for commercial software to be implemented on the GCSS-AF. 
· Prepared documentation sets for all phases of Systems Development Life-Cycle (SDLC). 
Business Development

· Identified, qualified, and positioned division capabilities for new business opportunities.
· Managed teaming arrangements, customer relationships, call plans, and maintained pipeline data. 
Quality Management

· ISO Quality Manager for my assigned projects.
· Assisted the Montgomery Operations Quality Manager in implementing the ISO QM program.

· Conducted quality assurance reviews of analyst’s C&A documentation.
· Mentored junior analysts conducting C&A work for government agencies.
University of Phoenix










































Feb 03 –  Present
Online instructor (graduate and undergraduate IT courses) 

· Prepared syllabi, lesson plans, lectures, and exams. 

· Manage student grades and reports. 

· Facilitated and monitored online student activities and assignments.
The CenTech Group












































Aug 01 – Oct 03

Senior Systems Engineer
Developed data architecture lexicon and ontology for logistics systems in support of the Fleet Asset Status (FAS) tool, the Computer Automated Maintenance System (CAMS), supply visibility tools and transition of the data to the Air Force Portal prior to its placement on GCSS-AF.  Reviewed data management ‘rules of engagement’ for the Electronic Data Warehouse (EDW), now the AF Knowledge System, in support of the program management office funding the project.  Acted as the ILI technical representative with other contractors on several ILI efforts.
· Served as the ILI representative to other government organizations, USAF major commands, and other contractors supporting the USAF logistics mission.

· Provided operational and systems engineering support in the areas of system integration, system interoperability, network engineering, and portfolio management.
· Analyzed the database schema for the EDW during development, reduced data duplication and improved accessibility to the historical data. 
· Evaluated aircraft scheduling and tracking tools and worked in conjunction with the Air Force Research Laboratory to prototype the tool.
· Worked with IL customers to prepare use case documentation and evaluated application design recommendations for functionality and information assurance  guideline compliance.
· Immediately following 9/11 worked with the AF Aircraft Maintenance staff to ensure availability of the Computer Automated Maintenance System (CAMS) to deployed units.

· Analyze the customer’s requirement for mission specific systems and provide solutions that answered the need.

SenCom Corporation  









































Aug 99 -  Aug 01
Senior Systems Engineer
Engineer on the DOD, Defense Security Service Contract, USAF Standard Systems Group Solved complex design issues for supply and service-based process flow in support of USMC GCSS Integrated Logistics Capability project.
· Provided research and design recommendations for MS Windows-based Collaborative Environment. 
· Inventoried computer room infrastructure hardware and specified alternate primary power source for three Defense Security Service buildings in Maryland. 
· Researched COTS applications suitable to the conduct of Defense Security Service mission. 
· Served as PKI point of contact with Kelly, AFB. Issued and managed PKI certificates and assisted users with configuring systems to use certificates. 
· Responsible for conducting Security Test and Evaluations and Security Risk Assessments of AF systems to support the C&A of these systems. Specific systems involvement includes CAS, GCSS‑AF IF, and CAMS. Continually use and knowledgeable of applicable federal, DOD and USAF security guidelines.
Viscofan USA
















































1998 – 1999
Director, Management Information Systems
United States Manager of Information Systems, coordinated business requirements with IT personnel at both US locations and the headquarters in Spain.  Designed the network and managed contractors installing the infrastructure for the new Montgomery, AL plant.
· Supervised MIS operations in existing Detroit, MI and Montgomery, AL plants. 
· Designed and supervised installation of network infrastructure, servers, etc. in a new plant in Montgomery, AL. 
· Implementation team member for new ERP software for Montgomery plant (ROSS systems).
· Designed enterprise security architecture for authentication and access control to the business system. 

· Ensured ViscoFan did not experience  Y2K conversion issues with customers and providers.
Electronic Data Systems (EDS)




































1994 – 1998
Senior Communications Engineer
Lead engineer on the ULANA II contract.  Responsible for the design, installation and provisioning of ATM networks.
· Supervised eight junior engineers designing ATM networks for USAF, US Army and USN installations. 
· Conducted surveys of military installations for design and installation of new base-wide ATM networks.
· Installations:  Langley AFB;USN Aegis Training Center, Dalgren, VA; US Army Corpus Christi Depot, TX; Hurlbert Field, FL.
· Provided technical input for contract proposal efforts.

· Team member supervising cleanup of the network infrastructure in the Pentagon.

Management Technologies (ManTech)








 
























1993  - 1994
Senior Network Engineer
Assigned as the Sr. Network Engineer to the US Department of Transportation.  Designed systems architectures for multi-platform, the DOT Intranet, Internet-enabled systems. Member of the DOT technical implementation team.  US DOT implemented heterogeneous network consisting of several network operating systems and protocols within each department (Novell, Bany8an Vines, IPX, TCPIP, NETBUI, CC:mail, MS Mail, MIME, etc.).
· Managed a team of eight personnel supporting the US DOT HQ, Wash D.C.

· Duties involved maintenance of the Washington, DC network backbones, servers, e-mail, domain name servers (DOT, FAA, US Coast Guard) and offices in all 50 states.
· Researched and recommended solutions to the DOT Technical Implementation Team.
· Supervised the security and operational monitoring of the entire DOT network.
MRJ Technology Solutions, Inc.






















































1990 - 1993
Network Engineer
Network engineer for several US Government agencies and Manager of the advanced technologies laboratory.  Senior Network Engineer and task lead for the team managing delivery and maintenance of customer’s network and TEMPEST certified technician.  Daily face-to-face liaison with customer departments and contractors networks for those departments.  Provided support to the Maryland State Police Drug Enforcement arm.
· Provided intelligence systems options and recommendations in support of the NRO and our CIA customer.
· Researched solutions to government hardware and technical problems for customer networks.
· Team member developing case management RDBMS for Maryland Drug Enforcement Agency.

· Team member for development of an online case document management and display system for courtroom use for the Maryland States Attorney Office.

· Certified TEMPEST technician for CIA desktop computers.

· Led team to migrate CIA computing environment from Wang VS system to Novell Netware and desktop PC system.

· Researched, tested and recommend middleware application for converting files from proprietary Wang VMS format to a format that was useable by WordPerfect.

U.S. Army





















































1969 – 1989

Retired Senior NCO, Vietnam Veteran

· Claim Veteran’s preference (60% disabled – combat related)

· School trained mechanic, fixed wing and rotary wing aircraft.
· Administrative NCO
· Personnel Management NCO
· Top Secret Control Officer (US Forces Korea), NATO Control Officer (US Forces Korea). 
· Special Security Officer, Vent Hills Farm Station (INSCOM/CECOM). Managed, controlled, stored, and disseminated classified information up to and including TS/SCI in accordance with applicable CIA, DOD, NATO, and US Army regulations. 
· Conducted system planning, design and accreditation of U.S. Army tactical and fixed site SCIFs following applicable CIA, NSA and DoD guidelines for unclassified through Top Secret 
EDUCATION & PROFESSIONAL DEVELOPMENT

MS – Information Systems, Strayer University 

BS  - Information Systems, Strayer University

Kennedy-Western University (completed all coursework for Ph.D.)

Certified Information Security Manager (CISM) ISACA 2009,
Security Clearance: TOP SECRET (
SSBI), active 
